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Abstract: In response to the problem that in the industrial Internet of things (IloT), industrial equipment stored data in
the cloud, causing data to be easily tampered with and unable to track malicious users, causing a vicious circle, with the
help of the traceability and immutability of the blockchain, a dual verifiable cloud storage scheme based on the block-
chain was proposed. Firstly, homomorphic encryption technology was used to encrypt data and upload it to the cloud ,
which ensured transmission security and realized data privacy protection. Secondly, the aggregated ciphertext and up-
loader information were stored on the blockchain, which could effectively avoid the risk of data being tampered with by
illegal users, and could trace malicious users to achieve double verification of cloud data integrity. Finally, a safety analy-
sis was carried out to prove that the proposed scheme is safer and more reliable than similar schemes.
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